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The Good Old Days...

v
The floppy was the : Yc’)u were.s.afe you Remember when consumer
didn’t trade illicit software

biggest problem we had and ASCI! pictures devices looked like this?
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THE PERFECT STORM




Four Key Trends

Escalating Threat Lack of Governance
Landscape Model

Complexity of IT

Explosion of IP Model

Devices
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Explosion of IP Devices
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During this Decade...
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Most Popular 99¢c App in App Store?

Flash Light App

Provided hidden
tethering via iPhone’s
3G Connection
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Plash&g lItiBaBklight
Application

MOBILE COMMAND
DEVICES AND CONTROL

W McAfee



]
By
-

Camino Capistrano

26846
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Phone Number: 19495109516
Control Link
Additional Details:

Phone IMEI: 1244124411115623
Phone OS Version: 4.1

Phone Carrier: ATT

Phone Hardware: iPhone 3GS
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Malware Explosion

MORE ATTACKS THAN THE PAST

10 YEARS

COMBINED
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Malware Explosion

WHAT WILL HAPPEN WITH

90 BILLION

DEVICES?

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013



Stakes are Rising Rapidly

SLAMMER ZEUS AURORA STUXNET

Hacking for Fun Organized State-Sponsored Physical
Crime Cyber Espionage Harm
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What Should be
Our Strategy? - ¥



The Old Model




2ing Quiet... Attacking with Surprise



Art of Cyberwar

Attack and disable
security products and
hence all protection

Compromise virtual
machine and hence all
guest OSes within

“‘Ultimate APT’s” compromise
devices below OS, either before
or after shipment
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Virtual Machine J

110 Memory Disk Network | Display J

I BIOS )

CPU

Traditional attacks — and defenses —
focused primarily on the application
layer

Infect OS with APT's resulting in threats
hidden from security products

Rogue peripherals & firmware
bypassing all other security measures
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BLACK GREY WHITE

Point of Sale

MAC REPUTATION-BASED
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DYNAMIC STATIC

RETHINK SECURITY — A NEW PARADIGM ™ McAfee
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Learn from the ...Secure the

DILMOM

YOUR SECURITY
SOFTWARE 1S5S OUT
OF DATE. ..

OR WOULD YOU PREFER
TO LET HACKERS STEAL
YOUR IDENTITY. DRAIN
YOUR BANK ACCOUNTS
AND DESTROY YOUR
HARD DRIVE?

LWOULD YOU LIKE TO
SPEND THE REST OF
YOUR NATURAL LIFE
TRYING TO FIGURE
OoUT HOW TO UP—
GRADE IT?

4

scottadams@aol.com
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